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Why Cloud?

Many leading districts are shifting to the cloud. Why? The
reasons vary from district to district and the benefits of
cloud do as well. Some districts may only be solving a spe-
cific problem such as disaster recovery while others are go-
ing all-in cloud. For some districts migrating to cloud may

not realize the benefits - for example, a district that has re-
cently upgraded and virtualized their data center may not
realize cost savings from moving to the cloud. Below are
some of the reasons districts might choose to make the
switch and considerations for districts to think about as they
contemplate this shift.




1. Security

. District ownership and control of data. Cloud providers give education institution full ownership and
control of their data when purchasing Infrastructure as a Service. Agencies have control of where data is
stored and how it is securely accessed or deleted.

e Compliance to Security Standards and Audits: Cloud providers meet a broad spectrum of compliance cer-
tification and accreditation standards such as: HIPAA, NIST, ISO and FedRamp. Rigorous third-party audits
verify adherence to the strict security controls these standards mandate.

e |everage: The highest levels of security developed for Fortune 100 companies and the government are
automatically made available to all accounts.

e Proprietary platforms: Many cloud providers run their services on proprietary hardware and software which
is harder to hack than standardized platforms.

e Business Continuity and Disaster Recovery: It is easy to make a plan for continuity in the foundational archi-
tecture, with many features built in to help with durability and redundancy.

e Hlasticity: Cloud architectures are flexible enough to
absorb unwanted traffic such as Distributed Denial of
Service (DDOS) attacks.

e Monitoring: Cloud service providers monitor for po- Access: Cloud providers il e

that there is a separation of physical
and logical access to data. Those

tential security issues

who have access to the physical serv-
ers have no access to accounts, and
vice versa.

2. Simplification

Management: Cloud allows districts to simplify management across servers to a single console accessible
from any location. Cloud also offers managed services for software patching and management.

Governance: Cloud has provisions to set up governance rules to manage access across organizations.
Procurement: Cloud has simpler procurement processes than purchasing and installing hardware.

Planning: Cloud platforms that allow you to spin up and down a server readily simplifies the planning process.



e Business Continuity and Disaster Recovery: Both are easy to implement in the cloud whereas they are highly
complex and expensive otherwise. Cloud has numerous fail-safes and failovers that make continuity essentially

built in.
e Accessibility: The provisioning of cloud resources

also implies the accessing of those resources via
web-based technologies; as opposed to thick or
programmed clients; the primary benefit of moving
Future-Proofed: Districts will always towards a 100% web based client is the ability of

have their Sys’[ems running on the |latest cloud systems to be more client agnostic.

and greatest equipment, security, and
software.

e Serverless Database Architecture: Cloud supports
the development of serverless database architecture.

3. Analytics & Insignts

e Personalization: Districts can better serve students with personalization due to the power of analytics across
disparate data sets in the cloud.

e Storage: Cloud offers the ability to store large unrelated data sets from multiple sources and gain real-time
insights.

e Analytics Services: Analytics are built into many cloud services by default and provide access to the same
analytics tools as the top fortune 50 companies and top research institutions.

Data Democratization: Cloud allows
districts to democratize data so that
people in the organization have ac-

cess to the data they need to make
better informed decisions faster.




4, Agility and Experimentation

e Research: Cloud can support data intensive short-

Rapid Development: Cloud affords the term research projects.
ability to focus on app development

e |eading Edge: Many cloud providers offer access to

itself rather than worrying about whether ,
experimental platforms.

the district has the infrastructure to sup-
port it

5. Efficiency

e Resources: Districts can minimize capital outlay by
operationalizing large architecture assets and procur-
ing them as needed on a monthly, annual or as load
dictates basis.

e [icense usage: Districts can use licenses and pay for
only the time they are used.

e Shared resources: Districts have access to low- UJ““W: Districts only pay for what
cost surplus resource usage for non-time sensitive they use, allows districts to move
workloads. from capital expenditures to pre-

dictable operational expenditures.

e Free tiers: Many cloud providers offer free service

tiers that enable districts to quickly try something
without a cost commitment.

e |abor: Workload shifts to higher value work.



o. Equity

e Access: Agnostic (web-based) access to resourc-
es opens the door to universal access as long as
broadband Internet access is pervasive and widely
available to all.

Considerations

e Although the cloud is much more secure, the likelihood of a data attack is higher for national/international
providers than on specific school districts. Districts should carefully review data breach protocols and
assure contract with cloud providers clearly protect the district’s interests.

e Thereis alearning curve to switching to cloud that may take time for staff to climb - it involves more than
transferring files to cloud servers. As with any new initiative thoughtful strategic planning and risk mitigation
will lead to better implementations.

e |t takes expertise to analyze and make sense of analytics and to dive into the information behind them. A
strong data governance process will assist districts using the cloud. Assure that providers have access only
to the data they need and there is a process to delete data that is no longer necessary.

e |t takes special training and experience to be able to take advantage of leading edge platforms.

e Cloud pricing is complex and can be difficult to predict. To shift the work to higher value tasks may require
retraining or new skills.

Not all students will have equal access to the Internet outside of school to access cloud-based services.

C SN

LEADING EDUCATION INNOVATION

Consortium for School Networking 1325 G St, NW, Suite 420, Washington, DC 20005

©LOS

Permission is granted under a Creative Commons Attribution + Non-commercial License to replicate, copy, distribute, and
transmit this report for non-commercial purposes with attribution given to CoSN.



