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FACILITATING A TABLETOP INCIDENT
RESPONSE EXERCISE

Facilitating a tabletop incident response exercise is as much about creating an engaging
learning experience as it is about testing plans and procedures. At its core, a tabletop exercise
simulates a cybersecurity or operational incident in a low-pressure environment. The goal is to
assess how well the organization responds—testing roles, decision-making, and coordination—
while revealing gaps that can be addressed to strengthen resilience.

Preparation

The process begins well before anyone sits down at the table. The facilitator’s first task is
deciding who should participate. Representation matters and should be comprehensive. IT
and cybersecurity experts, legal and compliance officers, communications or PR staff, human
resources, executive leadership, business unit leads, and, if relevant, third-party vendors
should all be included. A diverse group ensures the exercise reflects the reality of cross-
departmental collaboration in a real incident.

Before the first scenario unfolds, ground rules must be established. This is not a test of
individuals but of processes, so a “no blame” approach is essential. Participants are expected
to stay in their assigned roles, manage time effectively, and respect the schedule. Above all,
confidentiality is key—what happens in the exercise stays in the exercise.

Managing the Tabletop

As the session begins, the facilitator steps into the role of both guide and observer. They set
the scene, introduce the unfolding incident, and may even provide simulated feedback from
external parties such as insurance companies, regulators, or the media. They are responsible
for keeping everyone engaged, drawing out contributions from quieter participants, and asking
targeted questions that reveal hidden assumptions or blind spots.

Query Based Approach

The heart of the exercise lies in the prompts which are specific, scenario-driven challenges
that require quick thinking. For example, a ransomware demand appears in the inbox. The
media calls for a statement. Or, the organization’s cloud provider suddenly goes offline. Legal

requests a complete incident timeline.

Each scenario requires the group to discuss, decide, and act, just as they would in real life.
Facilitators typically give five to ten minutes for discussion between prompts, adjusting the
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pace based on the complexity of the situation and the energy in the room. Sometimes, the
most valuable insights come when the facilitator simply stays silent, allowing participants to
work through the situation organically and revealing where communication or processes might
break down.
Facilitators can prompt deeper thinking with targeted questions such as:

* “You receive a ransomware demand—what’s your first move?”

* “The media has contacted your company—who responds?”

* “Your cloud provider is offline—how do you continue operations?”

* “Legal requests a timeline of events—how do you compile it?”
To make the exercise more dynamic, some facilitators gamify the experience. Teams can earn
points for quick action, creative solutions, effective collaboration, or thorough documentation.
A visible leaderboard can add friendly competition and keep energy levels high. Another
approach is to introduce scenario “cards,” whether printed or digital, each containing a new
twist or complication that changes the course of the exercise.
Equally important as running the exercise is documenting it. Assigning a scribe or using
collaborative digital tools ensures that decisions, gaps, questions, and surprises are captured in
real time. Immediately afterward, a debrief session allows participants to reflect:

* "What went well?”

* “What needs improvement?”

* "Were roles clear?”

* “Did the response align with the plan?”

* “What did we forget?”

* “What surprised you?”

* “What would you change?”
The exercise does not end when the last prompt is answered. A follow-up phase ensures that
lessons learned translate into real improvements. A summary report should be shared with all
participants, ownership assigned to close identified gaps, and a future exercise scheduled to
test whether those improvements are effective.
When done well, a tabletop incident response exercise is not only a rehearsal for potential
crises but also a catalyst for building stronger, more coordinated teams. It turns theoretical

plans into practiced responses, ensuring that when an actual incident occurs, the organization
can act swiftly, decisively, and with confidence.
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